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Danh muc thuét ngir va tir viét tat

STT Thuit ngir va tir viét tat Giai thich tir ngir
1 | Email Thu dién tr
2 | Email Spam Thu rac
3 | Security An toan
4 | Mail Client Phan mém st dung dé duyét thu dién tir nhu:
Outlook Express; Thunder Bird; Ms Office
Outlook; Zimbra Desktop; IncrediMail v.v...
5 | Operation system (OS) Hé diéu hanh
6 | Access point (AP) Diém truy cp mang khong day
71 TDT CV Thu dién tir cong vu
8 | VNCERT Trung tim Ung cru khan cap may tinh Viét
Nam
9 | Hom thu di¢n tr cong vu
10 | CA Trung tim quén 1y chimg chi sd.
11 | Private Cé nhan, riéng tu
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HUONG DAN SU DUNG AN TOAN HOM THU
PIEN TU CONG VU

I. Pit van dé

Trong thoi gian gan day, thu dién tir d tré thanh mot cong cu hiru hiéu
trong viéc trao ddi thong tin gbp phan quan trong trong viéc nang cao hiéu qua
cong viée, nang sudt lao dong, giam thoi gian thuc hién va chi phi hoat dong.
Tuy nhién bén canh d6 xuat hién nhiu van dé lién quan dén an toan théng tin
nhu:

- L0 lot cac thong tin bi mat, nhay cam.

- Phat tan céac thu gid mao, c6 nd1 dung ltra ddo hodc quang cdo khong phu
hop.

- Phét tan, 13y lan ma doc, phan mém quang cdo trai phép v.v....

- Chiém quyén sir dung trai phép.

- Bi g1 dung dé phuc vu cho cac muc dich XAu.

Céac van dé trén da gdy anh hudng xau toi viée sir dung thu dién tir trong
cac hoat dong quan 1y, trao ddi thong tin. Huéng dan dudi dy s& dua ra mot sb
nguyén tic co ban ma nguoi si dung hé thong thu dién tir trong co quan nha
nudc can chu y dé sir dung an toan, hiéu qua hom thu dién tir dugc cap, tranh bi
mét thong tin hodc bi chiém quyén st dung, 191 dung cho cac muc dich khac.

IL. Nguyén tic chung sir dung thw dién tir an toan

Khi st dung hom thu di¢n tir cong vu (TDT CV) do co quan nha nudc
(CNNN) cap, nguoi st dung can chi ¥ tuan tha ddy di cac nguyén tic co ban
sau:

- Han ché tdi da viéc truy cap hom thu dién tir bang cac may tinh khong
dam bao toan hoac mang may tinh khong an toan.

- Han ché t6i da viéc sir dung may tinh ca nhan truy cdp hom thu dién tur
cong vu thong qua cac mang Internet khong an toan nhu: truy cdp mang Internet
thong qua cac diém truy cap khong diy tai quan an, giai khat, khong rd ngudn
gbc v.v..; truy cdp mang Internet théng qua

- Khong str dung hom thu dién tir cong vu do co quan cép cho muc dich ca
nhan nhu: diang ky cac dich vu thuong mai, dich vu trao d6i chia sé thong tin ca
nhan,
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- Khong dit ché d6 chuyén thu tu dong tir hom thu dién tir cong vu duge
cap toi hom thu khac khong phai do cac co quan nha nude cap.

- Han ché st dung cac img dung duyét thu dién tir co san trén cac thiét bi di
d6ng nhu Smart phone hodc may tinh bang dé truy cap vao cac hom thu dién tir
cong vu dugc cép.

- Chu y canh giac v6i nhitng thu dién tr 6 ndi dung, ngudn gbc kha nghi
va tién hanh kiém tra va xir 1y thu gia mao theo huéng dan kiém tra thu gia mao
cua Trung tam VNCERT.

- Panh dau Spam ngay khi nhan dugc cac thu rac.

- Khi nhan dugc thu dién tir giri kem t€p tin ma khong phat hién ra nghi
ngd thi thuc hién cac budce sau: 1) Tai tép tin vé 6 cling (tuyét ddi khong mo
hodc kich hoat tép tin ngay); 2) Dung phan mém diét ma doc quét kiém tra tép
tin vira tai vé& (néu can co thé lién lac lai voi nguoi giri thu dé xac nhan tép tin da
nhan duogc). Chi mé tép tin néu khong phat hién ra ma doc; 3) Néu phat hién ra
ma doc, guri thu dién tir 6 dudi dang file dinh kem cho quan tri h¢ théng va dia
chi antoanthudientu@report.vncert.vn dé xir 1y.

- Khong guri, nhén tép tin thyc thi qua hé théng thu dién tir va han ché viéc
dung tép tin nén c6 ma hoa.

- Khuyén khich sir dung chit ky s6 dé ky xac nhéan trén thu dién tr giri di va
kiém tra ngudn gbc thu dién tir khi tiép nhan bang chit ky s néu thu d6 da duoc
ky bang chit ky s6 ctia ngudi giri.

- X6a thu khi khong con can thiét dé tranh bi mat mat thong tin néu tai
khoan bi 19.

- Sir dung v& quan ly mat khau theo huéng dan str dung mat khau an toan
do Trung tam VNCERT cung cép.

III. Thiét 1ap mdi trwdng an toan
III.1 H¢ diéu hanh

Nguoi st dung thue hién theo cic nguyén tic sau dé dam bao an toan cho
may tinh:

- Lién tuc cap nhat cac ban va bado mat cho hé diéu hanh.

- C4u hinh hé diéu hanh cho phép chi c6 tai khoan ngudi diung méi dugc
phép truy cap thu muyc luu trit tin nhin va tép tin cdu hinh.

- X04 bo cac chirc nang cho phép thuc thi cac kich ban trén Windows néu
khong thuc su can thiét.
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- Hién thi déy du phﬁn mo rong cua tép tin dé khong kich hoat nham tap tin
thuc thi.

- Chi cai dat va su dung cac phﬁn mém cling nhu h¢ diéu hanh c6 ban
quyén.

- Khong chay cac (mg dung dudi quyén quan tri ( Administrator).

- Sir dung céc chtrc nang ma hoa dir liéu dé phong truong hop bi danh cap.

IIL.2 Cai dat phan mém phdt hién va diét ma déc, twong lira.

- Cai dat ung dung phat hién va di¢t ma doc, thyc hién kiém tra toan b0 cac
thu dién tir va tép tin dinh kém ngay khi chung duoc tai ve.

- Cai dat tuong lira c4 nhan dé ngin chan may tinh khoi céac truy cap khong
hop phap.
II1.3 Dam bdo an toan khi truy cdp hom thw dién tw b&ng trinh duyét web

A. Truy cap bang cac giao thic an toan
Trong truong hop hé théng thu dién tir cung cip truy cap thu dién tir bang
hai giao thitc HTTPS va HTTP, ngudi st dung can sir dung giao thic HTTPS
thay cho giao thue HTTP.
B. Cau hinh an toan cho trinh duyét web
Khi truy cap hom thu dién tir bang trinh duyét web nguoi dung can thyuc
hién cic nguyén tic sau:
- Tat moi truong chay ing dung java cho trinh duyét web (JRE)
- CAm popup, flash.
- Vo hi€u hoa ActiveX
- Khong chay cac ndi dung dong trong email.
- Khong tu dong tai cac anh hay thong tin tir xa khi m¢ email.
- Quét virus ngay khi tai cac tép tin dinh kém vé may tinh.
- Ngan chan viéc chay javascript néu khong can thiét.
- Khong str dung ché do tu dong luu trit mat khau.

Xem chi tiét hudng dan cac budc tai Phu luc A cia hudng dan.
I1I1.4 Dam bdo an toan khi truy cap hom thw dién tir bting Mail client

A. Céu hinh truy cap may chu an toan

Pé truy cap thu muc email trén may chu thu dién tir an toan ngudi st dung
can thiét ap cac tinh ning:
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- Str dung céc giao thirc bao mat SMTPS, POP3S hoidc IMAPS thay thé cho
cac giao thirc SMTP, POP3 hoidc IMAPS néu may chi thu dién tir ¢6 hd tro.

B. C4u hinh céc tinh ning bao mat ciia Mail client

Nguoi dung can cau hinh cho Mail client cac tinh nang sau dé nang cao
muc d an toan theo huéng dan chi tiét trong Phuy luc B cua bédo cdo, vé co ban
bao gom cac ndi dung sau:

- Han ché st dung ché do tu dong luu trit mat khau.

- Cau hinh str dung giao thirc ma hod dé truy cap mailbox.

- Ty dong tai vé va cap nhat cac ban va cho phén mém va cac plugins.

- Cam tu dong hién thi noi dung va tai hinh anh tr xa.

- Cam thyec thi cac ndi dung dong( nhu hién thi HTML) trong email.

- Kich hoat céc tinh ndng canh bao email ltra déo.

- Ty dong phat hién va tiéu diét phan mém doc hai trén cac thu dén, trude
khi ching dugc luu vao may.

- Chuyén thu rac vao hop thu rac va tu dong xoa sau 14 ngay.

IV. Hwéng din sir dung thu dién tir trong méi truong kém an
toan

1V.1 St dung thw dién tir trong moi trwong mang kém an toan

Khi nguoi dung st dung may tinh ca nhan cua minh tai cac dia di€ém cong
cong hodc moi truong mang khong tin tudng, khong c6 kha nang kiém soat an
toan thi s€ co cac nguy co sau:

- Bi nghe 1én trén duong truyén dan dén mat thong tin dang nhap, ndi dung
email.

- Bi gia mao may chu thu dién tr hodc chuyén huéng dén céc trang web gia
mao dan dén mat thong tin quan trong néu ngudi dung nhap vao.

Trong trudong hop can thiét phai truy cap hop thu dién tr bang méi trudng
mang kém an toan ngudi dung phai tuyét d6i tuan theo cac nguyén tic sau dé
dam bdo an toan:

-Nguoi dung khi truy cdp hop thu dién tir cn st dung mang riéng 4o
(VPN) ctia co quan cung cap dé dam béo an toan.

- Trong truong hop khong c6 VPN thi nguoi dung phai st dung duong
truyén dugc ma hoa SSL/TLS, vi du nhu truy cip web mail sir dung HTTPS,
nhan thu sir dung POP3S, IMAPS, gui thu sir dung SMTPS.
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- Khi str dung ma hoa SSL/TLS phai ch y kiém tra chit ky dién tir ciia may
chu thu dién tir trong trudng hop céac chit ky bi canh bao dé tranh bi gia mao chi
ky dién tir. Phy luc C huéng dan kiém tra chir ky dién tr cia may chu thu dién
tu.

- Trong trudng hop may chi thu dién tir khong cung cdp ma hoa dudng
truyén, ngudi st dung phai st dung phuwong phap truy cap khac gian tiép ma an
toan nhu viéc truy cdp an toan dén mot may tinh ca nhan & co quan hodc & nha.
Sau d6 tir may tinh nay truy cip dén may chu thu dién tir dé sir dung email.

Néu nguoi ding khong tudn theo cac quy tic trén thi viéc mat mat thong tin
email s& ddn dén nhidu hau qua nghiém trong ca cho c4 nhan va hé thong thu
dién tu.

1V.2 Sur dung thw dién tir trén may tinh dung chung

Viéc st dung thu dién tir tai may tinh ding chung s& din dén cac nguy co
sau:

-Mic phai cac nguy co tuong ty nhu viéc st dung thu dién tir tai moi
truong mang kém an toan trong phan IV.1.

- Nguy co bi cai, cim cic phan mém ddc hai trong may tinh nhu phan mém
ghi lai thao tdc ban phim, phin mém chup anh man hinh hay phan mém danh
cap dir licu...

- Nguy co khi bi ty dong luu trir mat khau va dir liéu trén cac may tinh nay,
viéc nay dé dang bi khai thac bai nguoi khac cung sir dung may tinh nay.

Trong méi trudng kém an toan, ngudi dung phai han ché tbi da sir dung thu
dién tir. Trong trudng hop bat budc phai sit dung, ngudi dung c6 thé dung céac
bién phap sau dé han ché ti thiéu thiét hai :

-Nguoi dung c6 thé dung cach bién phap trong phan V.1 dé dam bao an
toan cho moi1 truong mang. Ngoai ra cac bién phap sau day sé tdng thém mirc do
an toan cho nguoi dung.

- Tién hanh kiém tra may tinh khong an toan bang cach tai ban mdi nhat
ctia phin mém diét virus phién ban rat gon tir internet. C6 nhiéu phan mém diét
virus mién phi nhu Avira, Avast...

-Nguoi dung cé thé stir dung ban phim ao dé tranh viéc bi keylogger danh
ca"lp mat khau. Nhung viéc nay bi vo hiéu néu may tinh do cling bi cai ph?m mém
chup anh man hinh. Viéc két hop sir dung ban phim vat 1y va ban phim a0, ma
hoa duong truyén s& han ché viéc bi danh cap mat khau trong méi truong khong
an toan. Phu luc D hudng din bat ban phim 4o trong cac hé diéu hanh.
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- Tuyét d6i khong luu trit mat khau trén trinh duyét hay phin mém trén
may tinh cong cong. Nén sir dung ché do private brower ciia cac trinh duyét dé
khong luu lai cac thong tin va dit liéu truy cap ciia ca nhan. Phu lyc E hudng dan
st dung trinh duyét & ché do private.

Céc bién phép trén chi han ché cac nguy co khi sir dung thu dién tir trong
moi trudng kém an toan cht khong thé hoan toan dam bao an toan cho ngudi
dung.

1V.3 Suwr dung thw dién tir cong vu khi di cong tdc nwdc ngoai:

Déi voi cac can bo di cong tdc nudc ngoai thi cé mot s6 diém dic biét can
cht y dé han ché méat mat thong tin ciing nhu bi 1y nhiém ma doc nhu sau:

-Nén sir dung may tinh danh riéng cho muc dich di cong tac dé tranh bi
danh cép thong tin va khi vé c6 thé giao cho by phan k¥ thuat kiém tra m3 doc
hodc phan mém gian diép.

- Yéu ciu nhan vién k¥ thuat cung cép dich vu VPN dé két ndi bao mat vé
don vi, tir 46 két ndi ra internet dé tranh bi theo ddi ndi dung 1am viéc.

- St dung tai khoan thu dién tor tam thoi trong thoi gian di cong tac va
khong str dung thu dién tir cong vu cho cac muc dich ca nhan.

- Thay d6i toan b cac mat khau cua cac tai khoan da sir dung khi di cong
tac va ca cac mat khau cta cac tai khoan khong sir dung nhung tring véi cac
mat khau da st dung.

- Khi truy cp internet tir cic diém cong cong ( nhu san bay, nha ga...) ma
khong phai khai bao danh tinh s€ it nguy co bi theo doi hon 1a khi truy cap tu
phong riéng khach san hay nhiing noi phai khai bao danh tinh dé truy cap
internet. Tuy nhién nguy co lay nhiém ma doc thi khong gidm.

Ngoai ra cac can bd di cong tac can cha ¥ thuc hién theo muc IV.1, V.2 dé
dam bao khong bi nghe 1én hodc gia mao may chu thu dién tu.
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Phu luc A: Hwéng din cau hinh bio mit cho trinh duyét Web.
A.1 Internet Explorer

Budc 1. Pé cau hinh cac thong tin bao mat cho Internet Explorer ta truy
cap vao bang Internet Options ( Tools-> Internet Options), chon tab Security ->
Custom level:

Internet Options E B

General Security IPrivacy | content | Connections | Programs | advanced |

Select a zone to view or change security settings.

@ €« v O

[OEEAE]  Localintranet Trusted sites  Restricted
sites

Internet
@ This zone is for Internet websites,

except those listed in trusted and
restricted zones.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level,

QustWeveI. 00 | Default level |
Ay

Reset all zones to default level |

OK | Cancel | I

Budc 2. Tiép theo nguoi ding can ciu hinh cac chirc ning V6 hiéu hoa
ActiveX bang cach lua chon Disable trong muc "Allow previously unused
ActiveX control to run without promt" va "Allow Scriptlets".

Settings

{9 Enable :l
O Prompt
\#| ActiveX controls and plug-ins

¢/ Allow previously unused ActiveX controls o run without prorr_l
{®) Disable
O Enable

¢/ Allow Scriptlets
{® Disable
O Enable %
O Prompt

¢ Automatic prompting for ActiveX controls

Budce 3. Va kich hoat tinh nang filter XSS trong muc enable XSS filter nhu
hinh dudi:
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{® Disable
O Enable
| Enable %35 filter
O Disable
O Enable |
&0 Scripting of Java applets
{® Disable
O Enable
O Prompt %

$2, User Authentication |

Budc 4. Nguoi sir dung c6 thé kich hoat tinh nang chin Pop-up bang cach
tich vao 6 Enable trong muc Use Pop-up Blocker nhu sau:

{® Enable
O Prompt
.| Use Pop-up Blocker
O Disable
OFEnable |
|| Use SmartScreen Filter % J
O Disable
{® Enable

| lcardzaka navcickanca 2
Budc 5. Tich vao "Prompt" trong muc "Active scripting” dé yéu cau héi khi
chay céc kich ban dong.
Settings
= | scripting o ;l
= | Active scripting
O Disable
O Enable
OFPrompt |
= Allow Programmatic clipboard access
O Disable
O Enable

F o~ S S TR,

A.2 Mozillar/Firefox

Tuong ty nhu trén IE, trén Firefox nguoi dung ciing thiét 1ap mot s6 tinh
ning bang cach truy cip vao Options->options:

Budc 1. Kich hoat tinh nang chan pop-up va v6 hi¢u hod viéc tai hinh anh
tu dong( tich vao 6 Block Pop-up window).
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J ] Eﬂ % }CLF’/ e\ @ g"(i"

General Tabs Content  Applications  Privacy  Security Sync Advanced

v Block pop-up windows

Exceptions...
[ Load images automatically Exceptions...
[V Enable JavaScript Advanced...

Budc 2. Bo thiét 1ap luu mat khau trén trinh duyét bang cach bo tich ¢ 6
"Remember passwords for sites" ¢ tab Security:

Options m
[T | ; t= .:— N £,
08 3 B e o o

= ﬁ —— ’ el
General Tabs Content  Applications  Privacy  Security Sync Advanced

v Warn me when sites try to install add-ons Exceptions... |

Iv Block reported attack sites
Iv Block reported web forgeries

Passwords

v Remember passwords for sites Exceptions...

IV Use a master password Change Master Password...

Saved Passwords...

%

Budce 3. Nguoi dung can vao muc FireFox -> Addons dé cai dat hoac quan
1y addons. Thuc hién cai addons "NoScript" dé ngan chan viéc thuc thi cac
script ngdm ma ta khong biét:

Search: My Add-ons

@ NoScript Security Suite 2.6.6.9 [ Downloadig B

Budc 4. Cai addons Flashblock dé ngin chin viéc chay ngam céc flash
hoac cac quang cao kho chiu:

@ Flashblock 1.5.17 L i

See all 35 results
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A.3 Google Chrome

Chrome cling tuong ty nhu Firefox, ngoai cac cau hinh thiét 1ap ta co6 thé
cai dat cac tién ich m¢é rong d€ nang cao bao mat.

Truy cap link: "chrome://settings/content" dé cau hinh bao mat cho
Chrome.

CAu hinh ngin chin viéc chay ty dong cac flash va bat popup & day(Chon
Click to play dé yéu cau hoi mdi khi chay flash. Diéu nay gitip nguoi dung tranh
khoi nhitng flash ngoai ¥ mudn):

Plug-ins
Run automatically (recommended)
® (Click to play

Block all
Manage exceptions...

Disable individual plug-ins...

Pop-ups
Allow all sites to show pop-ups

®' Do not allow any site to show pop-ups (recommended)

Manage exceptions...

Ngoai ra ngudi dung ciing ¢ thé cai dat thém cac tinh ning mé rong tuong
tu Firefox nhu Script Blocker, Flash Control.
Phu luc B: Hwéng din cau hinh an toan cho ing dung Mail
Client
B.1 Ung dung Mozilla/Thunderbird
Budc 1. Bé thém tai khoan email vao ing dung email client ngudi ding
can cau hinh thong s6 dé truy cap may cha thu dién tir. Khi cdu hinh can lya
chon phuong thirc truy cdp méy chu thu ma hoa. Trong thiét 1ap tai khoan ngudi

str dung dién thong tin str dung ma hoa SSL/TLS trong 6 SSL cho ca thu dén va
thu di nhu trong hinh:
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Tén cla ban: | nguyen hong hpu
Pia chiemail: | nhphu@vncert.vn
Mat khau:

IV Ghinhé mt khdu

pen: [map | | vncertun [o93 | [ssims | |wdsnanhandén |
Di:  sMTP [.vncert,vn LI |465 j v | | Ty ddng nhan dién v
Tén dang nhap: I nhphu %
Get a new account | | Kigm tra lai | | Hly bd |

Budc 2. Dé thiét 1ap cac cdu hinh khac ngudi dung vao phan Tools-
>Qptions -> Security( Cong cu -> Tuy chon->Bao Mat). Thiét lap ty dong kiém
tra phién ban maéi ctia Thunderbird va céc tién ich can dugc lua chon & trong tab
Nang cao-> Tong quat.

n & B =B 2 o K

Tong quat Hién thi Soan thao Chat Bao mat Binh kém MNang cao

T8ng quét | Poc & Hign thi I Mang & Dung lugng Bia  C3p nhat I Ching thu |

Tur déing kiém tra phién ban mdi cla:
v Thunderbird
IV Tiénich B3 cai
Khi tim th3y cac ban cdp nhat cla Thunderbird,
" Hoi t6i nén lam agi
% Ty déng tai xubng va cai dat

[v¥ Canh bdo tGi néu digu nay |%| vG hiéu hda bat ki tién ich nao

Hign thi Lurac si C3p nht |

[V Use a backaround service to install updates

ok | Haybs |

Budc 3. Lya chon thiét 1ap diét virus cac thu dién tir giri dén trude khi luu
trir vao hé théng bﬁng cach lya chon trong tab Bao méat -> Diét virut.
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@ & B B gom ¢ O

Tong quéat Hign thi Soan thao Chat Bao mat Pinh kém MNang cao

Thuréc | Lisa ddo Email  Diét Virct | Mat khai | Ngi dung web |

Thunderbird cé the gitip cic phin mém diét virit d& dang phén tich céc thu d&n, trudc khi ching dudc luu el
¥a30 My,

[V Cho phép chirang trinh digt virdt cach by riéng bigt timg thu dén

ok | huybs |

Budc 4. Thiét 1ap tinh ning canh bao email xdu néu bin nghi ngd ¢ trong
tab "Bao mat -> Lira ddo Email"

H & B B Bl 2 O

Tong quat Hign thi Soan thdo Chat Binh kém MNang cao
Thurréc  Lirado Email | Digt virdt | M3t khal | NGi dung Web |

Thunderbird cé th& phan tich nhitng thu bi nghi nad |3 email x&u bang cach tra clu nhifng trd thudng duoc
ding d& lira dao.

[V B&o téi biét néu thu t&i dang doc bi nghi ngdr 13 email x3u

ok | s |

Budc 5. Kich hoat tinh ning danh déu va loc thu rac ¢ trong tab "Bao mat -
> Thu rac":
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N & B B Bl ¢ O

Tong quéat Hign thi Soan thao Chat Bao mat Binh kém MNang cao

Thurréc | Lisa do Email | Digt virde | Mt khl | ngi dung web |

Chinh cac thiét 18p thu réc mac dinh. Cling cd the thigt 13p thu rac timag tai khoan trong Thiét 18p Tai khoan.
IV Khi téi danh dau thur 13 rac:

f* Di chuy&n ching vao thu muc "Thu rac” clia tai khodn

" wéa ching
|V ©anh dau cac thu dugc xem 13 Thu rac thanh d3 doc

|V Enable adaptive junk filter logging Hién luu ki

Bat lai D ligu Huan luyén vé Mac dinh |

ok | niybs |

Budc 6. Mot sb tinh nang nang cao khac yéu cau ngudi dung truy cap vao
tab Nang cao -> Chinh stra cau hinh:

Tim kiém céc ciu hinh "mailnews.message display" ta s& thay tinh ning
"mailnews.message_display.disable remote_image". Ngudi dung can thiét 1ap
gia tri true.
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wl¥

Tong quat Hign thi Soan thado Chat

Téing quéat I Poc & Hign thi I Mang & Dung lugng Bia I C3p nhét I Chimg thul

derbird Thu - Thw | s dnh cach thc Thunderbird xir i cée chimg nhan héi béo Ching nhan HBi béo...

~Scroling

hoa IV Use autoscroliing
gnoan [V Use smooth scrolling

em thiét 13p cho téikhodnnay - Tich hop HE thing
v I;Eg: kigm tra xem Thunderbird cé phai |3 churang trinh airi thur méc dinh mdi khi khai Kiem G e oay
a0 mdt ta khodn mdi ’
C&u hinh Nang cao
[v Kich hoat Chi muc va Tim kiém Bao quat
™ Submit Performance Data
More information about Telemetry

ning Nang cao Chinh sira C4u hinh...

im kiém thur
N ok | Hybs |
)llﬂv—\ B2 lam Hee v
ll < about:config S !Em
Search: | message_dis X

_Tén Tay Chon

mailnews.message_display.disable_remote_image _ i
mailnews.message_display. allow_plugins mac dinh ludn li false

Tim kiém tir khoa "javascript.enacled" sau do6 lwa tron gia tri false trong
bién "javascript.enabled":

&' about:config k !E u

Search: I javascript X
Tén Toy Chon « | Trangthsi | kigu | Gid tri | =
javascript.enabled ngu'di dung ... ludn li false =
javascript.options.gc_on_memory_pressure mac dinh ludn li true

javascript.options.jit_hardening mac dinh ludn li true

javascript.options.mem.disable_explicit_compartmen... mac dinh ludn li true

javascript.options.mem.gc_dynamic_heap_growth mac dinh ludn li true

javascript.options.mem.gc_dynamic_mark_slice mac dinh ludn li true

javascript.options.mem.gc_high_frequency_heap_gr... mac dinh s6 nguyén 300 —

javascript.options.mem.gc_high_frequency_heap_gr... mac dinh s6 nguyén 150

javascript.options.mem.gc_high_frequency_high_limi... m&c dinh 56 nguyén 500

javascript.options.mem.gc_high_frequency _low_limit... m&c dinh s6 nguyén 100

javascript.options.mem.gc_high_frequency_time_limi... m&c dinh 56 nguyén 1000

javascript.options.mem.gc_incremental mac dinh ludn li true

javascript.options.mem.ac incremental slice ms méc dinh st nauyén 10

Budc 7. Budc cudi cung, ngudi ding vao phan "Coéng cu -> Thiét lap tai
khoan -> Thu muc ndi bo -> Thiét 1ap Thu rac". Tai ddy ngudi dung kich hoat
tinh nang chuyén thu rac vao thu myc ndi bg va tu dong xo4 sau 14 ngay dé tu
dong xo04 bo cac thu rac.
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Thiét 13p Thu rac
Dung luang Bia
May chi) Giri thu (SMTP)

Thao tac trén Tai khoan

Huong dan sir dung an toan hom thw dién tir cong vu

Thiét 1ap Thu'rac

Selection

Iv Kich hoat nit digu khign thu réc tich hop cho tai khodn nay

If enabled, you must First train Thunderbird to identify junk mail by using the Junk

toolbar button to mark messages as junk or not. You need to identify both junk and

non junk messages. After that Thunderbird will be able to mark junk automatically.
Do not automatically mark mail as junk if the sender is in:

[v 5@ dia chi Ca nhan
[~ 5@ dia chi B3 thu thap

™ Tin tuting bé loc d5u d8 thu réc cha:

If enabled, Thunderbird will automatically consider messages marked by this
external classifier as junk.

Destination and Retention
v Chuygn thu rdc mdi vao:

* Thu muc "Thu rac” trén: |Thu muc NGi bd

Led Le

" Khéc: IJunk trén Thu muc Néi bd

V' Tu ddng xéa thur rac sau | 14 ngay

s

B.2 Ung dung Microsoft Outlook 2010

Budc 1. Bude dau tién nguoi st dung can thiét 1ap két ndi an toan dén may

chu thu dién to bﬁng viéc lya chon phuong thire truy cap ¢6 ma hoa SSL nhu
SMTPS, POP3S, IMAPS. Trong thiét 1ap tai khoan méi cho tmg dung Outlook,
ngudi dung lya chon cac thong sé két ndi cho tai khoan trong thiét 1ap Internet
Email Settings. Trong tab "Advanced" nguoi dung lya chon giao thure gui thu di
la SMTPS c6 ma hoa SSL céng 465 hoac 587, giao thurc nhan thu 1a IMAP hoac
POP3 sir dung mé hoa SSL cong 993 hoidc 995.
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s Internet E-mail Settings ﬂ
Add New Account
Int CE i Setti General [ Sent Items I Deleted Items I
nternet E-mai ings . - Advanced
Each of these settings are required to get your e-mail account working. Quigoing Server l Conoeciion I
Server Port Numbers
Incoming server (IMAP): 993 Use Defaults
User Information Test Accq
i jon: |SSL
o prerwy After filing Use the following type of encrypted connection E|
) recommend Outgoing server (SMTP): 587
E-mail Address: nhphu@vncert.vn below. (Req:
Use the following type of encrypted connection: |SSL E|
Server Information
A - Test Accdy| | Server Timeouts
ccount Type:
s Tes Short ~J Long 1minute
i il : i
Incoming mail server mail.vncert.vn Folders
Outgoing mail server (SMTP): | mail,yncert.vn Root folder path:
Logon Information
User Name: nhphu
Password: srterserees
[~]Remember password
[]Require logon using Secure Password Authentication (SPA)
[ ok ][ concel
[ <Back |J[ Next> [ [ Cancel | |J

Budc 2. Pé cau hinh céc tinh ning bao mat cho Outlook ngudi dung truy
cap vao menu: Files-> Options -> Trus Center.-> Trust Center Settings..

Outlook Options

L2 [

Notes and Journal
Search

Mobile

Language

Advanced

Customize Ribbon
Quick Access Toolbar

Add-Ins

Trust Center

. -
General
Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Protecting your privacy
Contacts Microsoft cares about your privacy. For more information about how Microsoft Outlook helps to protect your privacy,
please see the privacy statements.
Tasks

Show the Microsoft Qutlook privacy statement
Office.com privacy statement
Customer Experience Improvement Program

Security & more
Learn more about protecting your privacy and security from Office.com.

Microsoft Trustworthy Computing

Microsoft Outlook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your
computer secure. We recommend that you do not change these settings.

Trust Center Settings...

Trong clra s6 Trust Center ta cAu hinh tinh nang ngan chan thuc thi dir ligu:
DEP Settings -> Data Execution Prevention: Tich vao 6 "Enable Data Execution

Prevention mode"
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Trust Center - &Ii—hj .

Trusted Publishers

DEP Settings

Privacy Options

Data Execution Prevention

[¥] Enable Data Execution Prevention mode (i

E-mail Security
Attachmrent Handling
Automatic Download
Macro Settings

Programmatic Access

Budc 3. Tiép theo 1a tinh ndng ty dong cap nhat, phat hién cac rng dung
Office va cac phan mém lién quan moi cai dit trong tab Privacy Options. Lia
chon cac muc "Connect to Ofice.com for updated...." va "Automatically detect
installed..." .

Trust Center ® L2 i

Trusted Publish
fusted Fublishers Privacy Options

DEP Settings
Connect to Office.com for updated content when I'm connected to the Internet. i
Privacy Options [7] Download a file periodically that helps determine system problems i

E-mail Security = Sign up for the Customer Experience Improvement Program

Automatically detect installed Office applications to improve Office.com search results. i

Attachment Handling [¥] Allow the Research task pane to check for and install new services

Automatic Download Read our privacy statement

Macro Settings
Research & Reference

Translation Options...
Research Options...

Programmatic Access

Budc 4. Dé dam bao an toan vé ndi dung ciing nhu tinh chinh xac cua
ngudi giri ta ¢6 thé cdu hinh ma héa ndi dung email hodc ky chir ky dién tir 1én
email ¢ trong tab E-mail Security( Iya chon tinh ndng "Encrypt contents and
attachments..." va "Add digital signature.." trong tab E-mail Security):
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Trust Center - Li]ﬂ_hl

Trusted Publishers

Encrypted e-mail

DEP Settings ., X
9 _ [¥] Encrypt contents and attachments for outgoing messages

Privacy Options ‘jj [¥] Add digital signature to outgoing messages
[7 Send clear text signed message when sending signed messages

[7] Request S/MIME receipt for all S/MIME signed messages

Attachment Handling Default Setting

Automatic Download

E-mail Security

Digital IDs (Certificates)
Macro Settings

= l Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.

Programmatic Access
[ 1mport/Export... | [ Geta Digital ID...

Read as Plain Text

Read all standard mail in plain text
[] Read all digitally signed mail in plain text

Script in Folders

[T Allow script in shared folders
[T Allow script in Public Folders

Budce 5. Mot phr:in rat quan trong trong cac email client d6 1a viéc cAu hinh
tu dong hién thi noi dung dong hodc tai hinh anh. Céu hinh khong cho phép tu
dong thuc hién cac viéc d6 ma phai héi y kién nguoi dung. pé thuan tién ta co
thé tu dong vé1 mot s6 dia chi tin cay duoc nhap vao Trusted zone hodc Safe
Senders:

Lya chon tinh nang "Don't download pictures automatically in HTML e-
mail messages or RSS items" trong tab "Automatic Download". Céac lya chon
khac dé thém tinh co dong trong st dung. Nguodi dung co thé lya chon hodc
khong.

Trust Center - M

Trusted Publishers You can control whether Outlook automatically downloads and displays pictures when you open an HTML e-mail
message.

DEP Settings
ing Blocking pictures in e-mail messages can help protect your privacy. Pictures in HTML e-mail can require Outlook to

download the pictures from a server. Communicating to an external server in this way can verify to the sender that your

Privacy Options e-mail address is valid, possibly making you the target of more junk mailings.

E-mail Security Don't download pictures automatically in HTML e-mail messages or RSS items

Attachment Handling [¥] Permit downloads in e-mail messages from senders and to recipients defined in the Safe Senders and Safe
Recipients Lists used by the Junk E-mail filter

Automatic Download [¥] permit downloads from Web sites in this security zone: Trusted Zone

Macro Settings [¥] Permit downloads in RSS items

[¥] Permit downloads in SharePoint Discussion Boards

Programmatic Access [¥] warn me before downloading content when editing, forwarding, or replying to e-mail

Budc 6. Thiét 1ap canh bao khi ¢6 cac macros. Dé ¢6 ché d6 bao méit cao
thi nguoi dung can thiét 1ap canh bao véi tat ca cac macros co chit ky va vo hiéu
hoa cac macros khac: Lya chon muc "Notification for digitally signed macros,
all other macros disabled" trong tab Macro Settings.
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Trust Center . Lilﬂ_hj

Trusted Publishers

Macro Settings

DEP Settings
Disable all macros without notification
Privacy Options @ Notifications for digitally signed macros, all other macros disabled
E-mail Security () Notifications for all macros

() Enable all macros (not recommended; potentially dangerous code can run)
Attachment Handling

Automatic Download Add-ins

Macro Settings Apply macro security settings to installed add-ins

Programmatic Access

Budc 7. Cudi cung, nguoi dung can thiét 1ap luén canh bao cach hoat dong
dang ngd & muc "Always warn me about suspicious activity" & tab
"Programmatic Access":

Trust Center . Li_lﬂ_hj

Trusted Publishers

Programmatic Access Security
DEP Settings . . . - L
Use the following settings to determine when you want to be warned about suspicious activity when another
Privacy Options program attempts to do the following things programmatically:
E-mail Security * Access your address book and e-mail address information.

+ Send e-mail messages on your behalf.

Attach t Handli -
achment Handling () Warn me about suspicious activity when my antivirus software is inactive or out-of-date (recommended)

Automatic Download @ Always warn me about suspicious activity

) Never warn me about suspicious activity (not recommended|
Macro Settings - P ty )

Programmatic Access Antivirus status: Invalid. This version of Windows supports antivirus detection, but no antivirus was found.
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Phu luc C: Huéng din kiém tra chung chi s0 ciia may chu thw

Déi voi mot sb trang web sir dung két ndi ma hoa SSL/TLS ma khong duge
cac CAs cong nhan chimg chi sb thi nguoi diung phai tu kiém tra thu cong bang
cach sau:

Budce 1. Xac nhan ma MDS5 hodc SHAT1 cua chiing chi s tur quan tri hé
thong. Pay 1a ma bam cua chung chi sé va 1a duy nhét. Luu lai ma MD5 va
SHA1 lai d€ tién theo ddi vé sau.

Budc 2. Khi truy cap may chi thu dién tir sit dung két ndi SSL/TLS, vi
chung chi s6 khong duoc cac CAs cong nhan nén s& c6 cac canh bao nhu sau:

€ 2 C | i bes /I

The site's security certificate is not trusted!

Ll

You attempted to reach—. but the server presented a certificate issued
by an entity that is not trusted by your computer's operating system. This may mean that
the server has generated its own security credentials, which Chrome cannot rely on for
identity information, or an attacker may be trying to intercept your communications.

You should not proceed, especially if you have never seen this warning before for this
site.

Proceed anyway Back to safety

P Help me understand

Giao dién canh béo chimg chi s6 khong duoc xac thuc trén Chrome.
|

Untrusted Connection u eE l

@' heeps: /R ¢ | (&)= (B~ Google

This Connection is Untrusted

-—
h_J
< A' You have asked Firefox to connect securely !o_. but we can't confirm that

_ WS your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn’t continue.

Get me out of here!

Technical Details

I Understand the Risks

Giao dién canh bao ching chi s6 khong dugc xéac thyc trén FireFox.

Nguoi st dung s& nhan dugc cac canh bao trén khi truy cap webmail bang
HTTPS lan dau tién hodc khi may chu thu dién tir bi thay doi chir ky. Trong
truong hop ndy, ngudi ding can phai kiém tra bang cach xac nhan ma MD5
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hodc SHA1 cua ching chi s6 v6i ma bam da nhan duoc tir quan tri hé théng.
Cach kiém tra mi bam cua chirng chi s6 duge thuc hién nhu sau:

Budce 3.
Péi voi trinh duyét Chrome:

Nhén trai vao biéu tuong khod c6 dau gach x ¢ gdc trén bén tréi trinh
duyét. Chon tab Connection:

(x betps:// INNG—_

€ c

Identity not verified

Permissions Connection

e site's security certificate is not trusted!

The identity of this website has not been
verified.

« Server's certificate does not match the
URL.

« Server's certificate has expired.

« Server's certificate is not trusted.

Certificate Information

attempted to reach (. but the server presented a certificate issued
| entity that is not trusted by your computer's operating system. This may mean that
erver has generated its own security credentials, which Chrome cannot rely on for
ty information, or an attacker may be trying to intercept your communications.

should not proceed, especially if you have never seen this warning before for this

Your connection to mail.moet.gov.vn is
encrypted with 128-bit encryption.

What do these mean?

éeed anyway Back to safety
Site information

You have never visited this site before
today.

p me understand

chon link Certification Information s€ hién thi bang thong tin chirng chi:

&= c

(& hetps:/ /NG

(. Thesit [i...| -
4 €s 2| ssuea oy IR
O - Expired: Sunday, August 30, 2009 8:58:14 PM Indochina
You attempte Time

by an entity tl @ This certificate has expired
the server ha

identity inforn

You should nt
site.

Proceed anyy Orgar

P Help me un

Domain
Domain

ent
ent
Domain Component

Common Name

Serial Number 11 90 FD 2F 00 00 00 00 00 02

Kéo thanh truot ctia bang thong tin xudng dudi ciing nguoi dung s& thiy
thong tin ma bam SHA1 va MD5 cua chtng chi s6. So sanh 2 ma nay véi thong
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tin tlr quan tri hé théng. Néu 2 ma nay tring nhau thi chig chi 13 hop 1¢ con
khong thi chimg chi bi gia mao hodc di bi thay doi.

€ - C | (xhups://INNG_N—

o I
The s't‘ Enrollment Certificate Type ( 1.3.6.1.4.1.311.20.2 )
A Critical NO
You attempte Data 1E 120057 00650062 0053 006500720076
by an entity tl 0065 00 72
the server haf Certificate Authority Information Access
identity inforn (1.3.6.1.5.5.7.1.1)
Critical NO
You should n¢ Method #1  CAlssuers ( 1.3.6.1.5.5.7.48.2 )
site. URI
‘ P d 1 =gov, =vn’c. ertincate’/base
pLEnceecANYE objectClass=certificationAuthority
Method #2  CAlssuers (1.3.6.1.5.5.7.48.2 )

»Help me un URI

SHA1 09 B7 A0 Al 62 46 0D 63 90 EA C4 5E C6 3D 68
E4 FC61 12 6D

MDS C6 E7 97 DED3 E8 E1 E7 25 63 51 75 AE C5 OF FO

Trong trudng hop ching chi sé khong hop 1& ngudi dung khong duogc truy
cap vao may chu dé tranh bi gido mao chimg chi va danh cip thong tin. Trong
truong hop ching chi s6 hop 18, nguoi dung nhan OK va chon "Proceed
anyway" dé cai dit chimg chi vao hé théng va sir dung dudng truyén ma hoa dé
truy cap:

€« C' & https://mail.vncert.vn

mail.vncert.vn
Identity verified

Permissions I Connection I

B The identity of this website has been
verified by mail.vncert.vn.

Certificate Information

Your connection to mail.vncert.vn is
encrypted with 256-bit encryption.

The connection uses TLS 1.0.

The connection is encrypted using

AES_256_CBC, with SHA1 for message VMware Zimbra web client
authentication and DHE_RSA as the key
exchange mechanism.

You first visited this site on Aug 7, 2013. Password: _

What do these mean? @ Remember me

Site information

Version: Default
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Khi nguoi dung da chap nhan ching chi thi ching chi sé dugc tinh 14 hop
1& va hién thi mau xanh.

Poi véi trinh duyét FireFox:

Tuong tu trinh duyét Chrome, nguoi dung chon "I Understand the Risk" ->
"Add Exception...".

J&. Untusted Conmection | + |

(@) & reos/ I ¢ | [l (B- coogle

This Connection is Untrusted

You have asked Firefox to connect securely !o_ but we can't confirm that

your connection is secure.

| Iédl

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks
If you understand what's going on, you can tell Firefox to start trusting this site's

identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

Add Exception...

Mot bang thong tin vé chimg chi s& duoc hién 1én, ngudi ding can chon
"View" dé kiém tra thong tin chiing chi:
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Untrusted Connection u S

Server

Location: h(tps:/_ Get Certificate

Certificate Status

|

This site attempts to identify itself with invalid information. [ View... | that
Wrong Site prove
Certificate belongs to a different site, which could indicate an identity theft.

Outdated Information

Certificate is not currently valid. It is impossible to verify whether this identity ne is

was reported as stolen or lost.
@ Permanently store this exception

Confirm Security Exception | | Cancel

ronaerstana tne KISKS

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

Add Exception...

Sau khi chon "View", thong tin vé chung chi s& dugc hién ra. Nguoi ding
so sanh ma bam l4y tir quan tri hé théng voi ma bam cua chimg chi. Néu hai gia
tri nay trung nhau thi chirng chi la hgp 1€, con khong thi chirng chi bi gia mao
hozc di bi thay d6i. Ngudi dung can ding truy cdp dé tranh bi danh cip thong
tin dang nhap va ndi dung email.

J 1 Untrusted Connection l+ [

() @ nos/ = ocuils

Could not verify this certificate for unknown reasons.

Issued To

Common Name (CN) _

Organization (0) <Not Part Of Certificate>

Organizational Unit (OU) <Not Part Of Certificate>

Serial Number S3:EACF:1C:10:AF:81:BB:44:E£0:C7:89:4B:8D:73:57
Issued By

Common Name (CN) -
Organization (0)

Organizational Unit (OU) <Not Part Of Certificate>

Validity

Issued On 5/14/13

Expires On 5/14/18

Fingerprints

SHA1 Fingerprint F6:59:FD:BD:64:62:98:77:CA:B1:83:9B:2C:FF:5C:80:3A:36:51:E8
MDS Fingerprint 2A:3F:BE:FD:AB:6F:DB:B5:00:61:91:68:8C:32:82:27

Close
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Trong truong hop cac gia tri 1a trung nhau thi nguo1 dung chon "Close" va
xac nhan "Confirm Security Exception". Ching chi sb s& duoc cai dit vao hé
théng va diu hiéu gach do sé mét:

J 74 Zimbra Web Client Log In [-;- l

4) @& https://mail.vncert.vn/zimbra/ c ‘ [‘\24 '] ‘a/g' Go

You are connected to
vncert.vn

which is run by
(unknown)

You have added a security exception for this site.

Your connection to this website is encrypted to
prevent eavesdropping.

| More Information... |

VMware Zimbra web client

@ Remember me

Version: Default v

Go offline with Zimbra Desktop. Learn more

Déi voi cac mg dung Email client cling twong tu. Khi c6 mot ching chi
moi tu phia server cac img dung s€ hoéi nguoi dung co6 st dung chiing chi do
khong. Trong trudng hop so sanh gia tri bam khong tring nhau, nguoi dung can
xéac nhan lai v&i quan tri hé théng vé van dé c6 thay d6i ching chi s6 hay khong.
Néu khong co thay doi gi tir phia may chu thi chic chan la dudng truyén di bi
nghe 1én hodc gia mao chtng chi s6. Ngudi dung can phai dimg truy cap ngay
1ap tirc va khong xac nhan ching chi sb do.

Dué1 day 1a vi du xac thye chig chi trén Thunderbird( twong tu FireFox):
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Ban dang chudh bi thay th cach Thunderbird dinh danh trang nay. Téng qust | chitiet |
= = Thw muc Ngi bs D\  Ngsnha SN P SHEES IR Ll
igdn hang, ctra hiéu va trang cdng cdng hgp phap khéc sé khang yéu cdu .
& Thimg rac £80) panlam vice nay. Khéng th xéc minh chiing chi nay vi khéng ré li do.
(=) Thu ché gl Méy chil Cap cho
el g'e'{@'ep°'t"“‘°'t"“ Biachi: | mail.report.vncert.vni587 L&y Chimg Thu Tén thang thuing (CN)  mail.report.vncert.vn
[Z] Hep the T8 chire (0) Zimbra Collaboration Server
Trang théi Chimg chi Ban vi cila T8 chirc (OU)  Zimbra Collaboration Server
Trang néy dang & dinh danh chinh n bing théng tin bt hop 16, pr— 56 Serial 13:72:40:57:01
Unknown Identity Cép bai
Tén thang thutng (CN)  mail.report.vncert.vn
Certificate is not trusted, because it hasn't been verified by a recognized authority using a T8 chire (0) Zimbra Collaboration Server
secure signature. Bon vi clia T8 chire (OU)  Zimbra Collaboration Server
Tinh hiéu luc
Cap vao 6/28{2013
Hét han vao 6(27/2018
Vén tay
an tay SHAL 13:CE:SC:F0:12:FB:0F:9B6:11:70:1F:17:3E:75:87:49:BE:44:72:09
¥an tay MDS 45:51:E8:CB:4E:C9:78:04:20:97:30:BD:99:BC:F3:54

R

V' Luu trif ngoai 1€ nay vinh vién

#ac nhan Ngoai 1€ Bao mét Hiy bd.

Phu luc D: Huéng din bat ban phim o trén cac hé diéu hanh
D.1 Microsoft Windows

- Cach 1: Dung phim Start -> All Programs -> Accessories ->
Accessibility va chon On-Screen Keyboard.

= On-Screen Keyboard

File Keyboard Settings Help
F1|F2| F3| F4

F3 | F10{ F11| F12 psc| [ bik

ins | hm| pupS[3
del | end| pd

F5| F6| F7| F8

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for vou.

Open: | osk v l

[ OK ][ Cancel ][ Browse. .. ]

D.2 Mac OS X

- M6 System Preferences dé vao Keyboard, tich vao 6 lya chon “Show
keyboard & Character Viewier in menu bar”
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e 0o Keyboard

< » || ShowAll Q

Keyboard Shortcuts |

Key Repeat Delay Until Repeat
V4 ' | | | | :'/ |
Off Slow © Fast Long Short

| Use all F1, F2, etc. keys as standard function keys

When this option is selected, press the Fn key to use the special
features printed on each key.

@Adjust keyboard brightness in low light

Turn off when computer is not used for:

\/

5 secs 10 secs 30 secs 1 min 5 mins Never

@Show Keyboard & Character Viewers in menu bar | fnput Sources...

| Modifier Keys... |

Set Up Bluetooth Keyboard... | (?)

v

- Ngoai man hinh nén, mé thanh céng cu Keyboard va chon “Show

Keyboard Viewer”

W o« @B o @D 9mE = 4 Fri 9:33 AM

Show Keyboard Viewer

e ——
Open Keyboard Preferences... §

Phu luc E: Hwéng din sit dung trinh duyét ¢ ché d¢ private
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Céc trinh duyét cung cp san ché do private cho nguoi st dung. Khi dung &
ché do nay céc history, cache s& dugc xo4 ngay khi ngudi dung thoat ra. Viéc
truy cap thu dién tir tai cac may tinh cong cong hay khong phai may tinh ca nhan
duoc thuc hién bé‘mg trinh duyét web. Dudi day s€ 1a hudng dan cach st dung
ché d¢ private browser cho nguoi dung:

E.1 Trinh duyét Chrome:

Nguoi dung nhin vao biéu tugng "Customize and control Google Chrome"
O phia trén bén phai trinh duyét va lga chon "New Incognito Windows"( M¢ cura
s6 an danh moi):

mj| =

New Tab ®T
New Window 3N
New Incognito Window 3N
Bookmarks >
Edit Cut | Copy | Paste
Zoom - 100% | + "
Save Page As... 3£S
Find... 3bF
Print... kP
Tools =4
History #Y
Downloads 1+ 38)

Signed in as hongphukt@gmail.com...

Settings 3f,
About Google Chrome
Help

S

Hoic ngudi ding ¢ thé nhan t6 hop phim " Command + Shift + N" trén
MacOS hoac "Ctrl + Shift + N" trén Windows. Trinh duy¢t an danh s& duoc hién
thi va nguoi dung c6 thé thao tac thoai mai & day ma khong lo bi luu tri lich sir
truy cap:
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SRR NewTab * A _

C|a
(G Linux [ Security (G Photography [l Dotnet (] Php (G Other [ Jobs [ Mail

g
n

You've gone incognito. Pages you view in this window won't appear in your browser history B,
or search history, and they won't leave other traces, like cookies, on your computer after you B
close all open incognito windows. Any files you download or bookmarks you create will be
preserved, however.

Going incognito doesn't affect the behavior of other people, servers, or software. Be wary of:
« Websites that collect or share information about you
» Internet service providers or employers that track the pages you visit
« Malicious software that tracks your keystrokes in exchange for free smileys
« Surveillance by secret agents
» People standing behind you
Learn more about incognito browsing.

Because Google Chrome does not control how extensions handle your personal data, all
m extensions have been disabled for incognito windows. You can reenable them individually in the
extensions manager.

E.2 Trinh duyét FireFox:

Nguoi dung mé FireFox va lya chon "File -> New Private Windows" hodc

Search ol Open Location...

Open File... #0
Close Tab AW
Close Window T XEW

Save Page As... 3*S
Email Link...

Page Setup...
Print... #P

Work Offline

Va lya chon "Firefox -> New Private Window" hodc "Ctrl + Shift + P" di
v6o1 Windows.
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@ Mozilla Firefox Start Page

MNew Tab

T New Prkivate Window
»

Find...

Save Page As...
Email Link...

= Print...
\Web Developer

Full Screen
Set Up Sync...

3 Exit

» | 7Bookmarks P |

History 4
Downloads
¢ Add-ons
Options 4
Help >
4
>

Khi 6 trinh duyét private browsing ctia Firefox s& dugc hién thi:

8 OO0

New Tab

I
@) Search or enter address

Mozilla Firefox - (Private Browsing) m S
—)]‘-x‘vb“ﬂ'(joog\c Q\‘@@lﬂl B~ |*|~

m Private Browsing

)

Firefox won't remember any history for this window.

In a Private Browsing window, Firefox won't keep any browser history, search
history, download history, web form history, cookies, or temporary internet
files. However, files you download and bookmarks you make will be kept.

To stop Private Browsing, you can close this window.

@ While this computer won't have a record of your browsing history, your internet
service provider or employer can still track the pages you visit.

Learn More

E.3 Trinh duyét Internet Explorer:

Nguoi dung IE ¢6 thé mé trinh duyét private bang cach chon "Safety ->
InPrivate Browsing" hoic t6 hop phim "Ctrl + Shift + P":

How-To G

ail Subscrip

R v s Pagevm Tools

Delete Browsing History...
InPrivate Browsing

Webpage Privacy Policy...%

InPrivate Filtering

InPrivate Filtering Settings

Ctrl+Shift+Del
Ctrl+Shift+P

Ctrl+Shift+F

E.4 Trinh duyét Safari:
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Nguoi dung khoi dong Private Browsing bang cach lya chon "Safari ->
Private Browsing":

m File Edit View History Bookm
® O  About Safari
| @ |y Safari Extensions...

& [ Report Bugs to Apple...

Preferences... 38,
v Block Pop-Up Windows 1+ 3K

Private Browsing...
Reset Safari...

Empty Cache... X #E
Services | -
Hide Safari ¥H !

Hide Others C3#H l

Quit Safari ¥Q

Nhu vay ngudi dung di c6 thé st dung trinh duyét tai cac may tinh cong
cong ma khong lo bi luu trit thong tin truy cap trén history hodc cache cua trinh
duyét.
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